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AHHOTaUUA

B AaHHOM [OKYMeHTe npuBefeHbl 06lme CBeLEeHUS O KOMMOHEHTAX CepBEePHOW YacTu
ABUC "PycnaH-Heo" . OnucaHbl NOpsA0K HACTPOMKM 1 NPOBEPKU KOMMOHEHTOB, AONOJTHU-
TeNbHble BO3MOXHOCTW.

vi



F'naBa 1. O6wume cBeaeHnn o0 nporpamme

CepBepHas yacTb "PycnaH-Heo" npegHasHaueHa Ana obecneveHus AocCTyna yAaneHHbIX
nonb3oBartenei K pecypcam ABUC "PycnaH-Heo". YaanéHHbIMM NONb30BATENSAMMN MOTYT IB-
nAaTbcA nobble nonb3osaTenu cepeepa npunoxeHun WildFly [http://wildfly.orgl, Ha 6a-
3e KoToporo yHkumoHupyet ABUC. Pecypcamu ABUC "PycnaH-Heo" aBnsitoTca Konnekumm
3anucen (B/l) n co6CTBEHHO 3anucK, NoaaepXxusaemblie cepsepom "Pycnan-Heo". floctyn
K pecypcam 3aKnouaeTcs B BbINMOTHEHUW HAZ HUMM CNeayoWmnX onepawui:

+ Mowuck un ussneueHue (no npotokonam SRU 2.0 u Z39.50)

* W3Bneuexune, moandukauus, cosaaHue, yaaneHue, 610KNPoOBKa, pa3bnokmposka (no
npoTokony WebDAV)

+ Onepauuu, CBA3aHHbIE C NPOLECCaMU KHUIOBbIAAYM, B T.U. 3aKa3s ycnyru (6poHupoBa-
HWe, KOMunsA) No HangeHHoMy 6ubnunorpacuueckomy onucanuto (no npotokonam NCIP v.
2.0.2 1 3M™ S|P v. 2.00)

Onepauunu, CBA3aHHbIE C UTEHUEM JaHHbIX C OFPaHUYEHHbIM JOCTYMOM U 3aNUCbIO AAHHbIX,
TpebyloT HanMumusa COOTBETCTBYIOWMX MPAB Y NONb30BaTeNs, a CeA0BaTeNbHO U AEHTH-
hmkaumn nonbsosatens. MaeHTndnkKauna nonb3oBaTens oCyWeCcTBASETCA NPU MOMOLLA
npoBaigepa naeHtTucukaumm no npotokony SAML 2.0.

Pecypcbl XpaHATCA B XpaHUNULLLE AaHHbIX M NpeAcTaBnaoTCa B ABYX hopmaTax: XML n JSON,
B 3aBUCUMOCTYW OT NPeAnoUTeHN Nofb3oBaTens.

Mporpammbl CepBepHON YacT MOryT (DYHKLUOHMPOBATb Ha NIOGbLIX TEXHUUYECKNX Cpea-
CTBax noj ynpasneHuem cepaepa npunoxenun WildFly sepcun 10.*,

0O6s13aTenbHbIMM TPEGOBAHMSAMU /151 BbINOMHEHWUS MPOrpamMmm CEPBEPHON YaCTK ABASIOTCS:

+ Hanuuue YCTaHOBNEHHOro cmamuyecko2o modyna  WildFly PicketLink [http://
picketlink.org] Bepcun 2.7.0.Final [http://downloads.jboss.org/picketlink/2/2.7.0.Final/
picketlink-installer-2.7.0.Final.zip]

¢ Hannume YCTAHOBMIEHHOTO CMamuyecko20 MoOy/s WildFly ModeShape
[http://modeshape.jboss.org] Bepcumu 5.4.0.Final [https://github.com/ModeShape/
modeshape/tree/modeshape-5.4.0.Finall

+ BO3MOXHOCTb B3aumogaencteus c cepsepom Solr [http://lucene.apache.org/solr/] Bep-
cun 6.3.0 [http://archive.apache.org/dist/lucene/solr/6.3.0/]

MpumeuaHune

Nocne yctaHoBKK cepeepa WildFly Heo6xoaumo y6eauTbcs B TOM, UTO YCTaHOB-
NeHHbI cmamuyeckuti modynb  PicketLink [http://picketlink.org] umeet Bep-
cuto  2.7.0.Final [http://downloads.jboss.org/picketlink/2/2.7.0.Final/ picketlink-
installer-2.7.0.Final.zip]. Mpu Heo6xoaumocTn cneayer 06HOBUTb 3TOT MOAY/b
[http://picketlink.org/gettingstarted/].

NpumeyaHune

CBefleHNs, W3MOXEHHble B 3TOM pasjene, OTPaXeHbl B COCTaBe CTaTunue-
CKMX MoAynen cneuuanbHo nofgrotoBneHHoro auctpubytusa WildFly [http://
projects.ruslan.ru/attachments/download/68/wildfly-10.1.0.Final.zip]. 3ToT Amc-
TpU6YTUB, @ TaKxKe cepBep Solr BKNOUYEHbI B KOHGUIYpaLUlO BMPTYasnibHON Ma-
WKHbI HA 6a3e aucTpubyTuea CentOS [ftp://ftp.library.spbstu.ru/rneo/centos7-
rneo/].
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F'naBa 2. CTpyKTypa nporpamMmmbl

CepsepHas yacTtb "PycnaH-Heo" cocTtouT U3 cnegylowmx KOMNOHEHTOB:

1.

2.

3.

jrzs-ear*.ear - Z39.50-knueHm, peann3oBaHHbIn B Buae EJB.
ridp*.war - npoBangep naeHTuguKaLmu.

rneo.ear - bazoBble cepBuchbl "PycnaH-Heo" , Bkntouas Web-uHTtepchenc pecypcos.

. rneo-sip-acs-rar-*.rar - Agantep pecypcoB, NOAAEPXWBAKOWMA B3auModen-

cTBMe no npotokony 3M™ S/P v, 2.00.

rneo-ztarget-rar-*.rar - Agantep pecypcoB, NOAAEPXMBAKLIMA B3aMMOJENA-
cTBMe no npotokony Z39.50.




naBsa 3. HacTponka nporpammbi

3.1. YcTaHOBKa nNporpamMmmbl

YCTaHOBKA NPOrpamMMbl 3aK0UAETCA B Pa3BEPTbIBAHNN KOMMNOHEHTOB NPOrpaMmbl Ha cep-
Bepe npunoxennn WildFly. [https://docs.jboss.org/author/display/WFLY10/Application
%20deployment.html]

Heo6xo4MMbIM ycloBreM Ans pa3BEPTbiBaHUA 6a30BbIX CEPBMCOB ABNAETCA Pa3BEPTbIBA-
HWe afanTepoB pecypcos.

3.2. HacTpouka nporpammbi

3.2.1. HacTtpouka cepsepa npunoxxenuu WildFly

HacTpouka cepBepa NpuUoXeHUN MOXET 6biTb OCYLLECTB/IEHA NOCPEACTBOM PEAAKTMPO-
BaHUs KOHGUrypaunoHHoro anna standalone-modeshape.xml.

NpumeyaHune

CBefleHNs, U3MI0OXKEeHHble B 3TOM pasfefie, OTPaXKeHbl B COOTB. KOHdurypaum-
OHHOM channe u cocTaBe CTaTUUECKUX MOAynen chneuuanbHO NOAFOTOBNEHHO-
ro auctpubytusa WildFly [http://projects.ruslan.ru/attachments/download/39/
wildfly-10.1.0.Final.zip]. EFo MOXXHO B3ATb 32 OCHOBY U BHECTU U3MEHEH U, HE06XO0-
AUMble AN HACTPONKM HA KOHKPETHble YCN0BUA NpUMeHeHus (B 4acTHOCTH, yKa-
3aTb NOTMHbI/MaponNu ANA NOAKMIOUEHNA K UCTOUHUKAM JaHHbIX CYB/], LDAP).

3.2.1.1. HacTpoKa NCTOYHNKOB AAHHbIX

B KoHurypauuio cepsepa npunoxeHuinn WildFly TpebyeTtcsa BKNHOUNTb KAK MUHUMYM OAMWH
WCTOUHUK [aHHbIX, NpefHa3HaueHHbI AN XpaHeHusa pecypcoB PycnaH-Heo. Cneayet 06-
pPaTUTb BHUMaHKE Ha TO, UTO HACTPOIMKA MCTOUYHMKA JaHHbIX NPeaycMaTpMBaeT yCTaHOBKY
JDBC npanBepa CYbB/], koTopasa 6yaeT MCNonb30BaTbCA AN XpaHeHUs AaHHbIX. logonaeT
nobas CYB/[], nogaepxusarluas TpaH3akuum.

Ecnu nnaHupyeTcs murpauns gaHHbix ns ABMC "Pycnan", To noTpebyetca ycraHoBka JDBC
Apansepa Oracle n onpefeneHne NCTOYHMKA 6MBNMOTEUHbIX AAHHbIX PycnaH, 3 KOTOporo
6yaeT OCYLEeCTBAATLCA MUTPaLNs AAHHDIX.

Tpebyemble JDBC gpanBepbl XenaTefbHO yCTaHaBNMBATb KAk cTaTuveckue mogynu WildFly.

Mpumep pe3ynbTaTa HACTPONKN NCTOUHUKOB 6MB6ANOTEUHbBIX JAHHbIX, OTPAXEHHOIO B KOH-
thurypaunoHHom thaiine cepsepa npunoxernun WildFly, npueegnén B Mpunoxenun 1.

Ba)xHo

ATpn6yT jta B onpegeneHnn NCTOUHMKA AAHHbIX JOMKEH MMeTb 3HaueHue false.

3.2.1.2. HacTpoMKa XpaHUNUILA AAHHbIX

B KauecTBe XpaHWUNMLIA MCMNONb3yeTcsa peno3uTtopuin KoHTeHTa ( JCR) ModeShape, KoTo-
pbI yCTaHaBNMBaeTcsa B BUge cmamuuecko2o modyns WildFly. XpaHunuuwe onpegenset-
Csl B KOH(hurypaumoHHom channe standalone-modeshape.xml B paszene NnogcUCTEMb
ModeShape. laHHble MOTYT XPaHUTbCS Kak Ha (PannoBOM CUCTEME, TAaK U B UCTOYHMKAX AAH-
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HacTpoika nporpammbl

HbiX CYB/]. PekomeHgyeTcs ucnosnbiosaHue CYB/. Mprumep onncaHns peno3nTtopus, BKI0-
yaloLlmii onpeaeneHne Heo6XxoaMMbIX Ana paboTbl MHAEKCOB, NPUBEAEH B MPUNOXeHUN 1.

Ba)xHO

Mpun nepsom 3anycke WilfFly onpefeneHus NHAEKCOB ANA XpaHUnuwa cneayert 3a-
KOMMEHTMPOBATb U BKOUUTb UX NpK nocnegytowwmx 3anyckax WildFly.

3.2.1.3. HacTpo#Ka someHOB 6e30NacHOCTU

3.21.3.1.

B noacuctemy 6esonacHocTu cepsepa npunoxennin WildFly [https://docs.jboss.org/
author/display/WFLY10/Admin%20Guide.htm[#91947111_AdminGuide-
SecuritySubsystemConfiguration] Heobxoaumo A06aBUTb ABa AOMeHa 6€30MacHOCTU C
nmeHamn modeshape-security u sp. MepBbiii UCNONb3yeTCA NPOBaNAePOM UaeHTUD K-
Kauuu, BTopoin - Web-nHtepdeiicom pecypcoB 1 ApYyruMmu cepBepHbIMU KOMMOHETaMm
ABUC "PycnaH-Heo".

AyTeHTUMKauMio B gomeHe 6e3onacHocT modeshape-security He06x04MMO HACTPO-
UTb C UCNONIb30BaHMEM NO60ro NOAXoAAWEero mogayns exofa. imMeHHO 3TOT AomeH 6e3-
onacHoctTu 6yaeT Mcnonb3oBaTbCca Npu mMaeHTUdUKaumm nonb3oBaTenen ABUC "Pyc-
naH-Heo" no6bix kKaTeropuii. Boibop moaynsa Bxofa OCYLLECTBASETCA B 3aBUCUMOCTU OT
BbI6PAHHOrO MeXaHU3Ma XpaHeHUs YYETHbIX AAHHbIX Nonb3oBaTeneil. Takum o6pasom,
OAHMM U3 NepBOOYEpeAHbIX BONPOCOB, TPEOYIOLMX peweHns npu yctaHoBke ABUC "Pyc-
naH-Heo", ABnseTCA BONPOC BbI6OPA MEXaHM3MA XPAHEHUS YUETHDBIX AAHHbIX NONb30Ba-
Tenei. AB/C "PycnaH-Heo" o6ecneunBaeT NOJHbINA LMK/ YNPABEHUS YUETHBIMU AAHHBIMU
nonb3oBatenen (He TONbKO ayTeHTU(UKALMA, HO U CO3AaHMe, yaaneHne, MogncMKaLma
YUETHbIX 3aNnCeil) TONbKO AN MEXaHU3MOB XPaHEeHUs, NCMOMb3YIOLWMUX PENALNOHHbIe B/
nnu cnyxébl LDAP.

Mpy HEO6XOAMMOCTU OCYLLECTB/IEHUS ayTEHTUMMNKALUMN C UCMONb30BAHUEM HECKOJNIbKMX
WCTOYHUKOB (B T.U. 1 PA3HOPOAHbIX), B KOH(MUIypaLMI0 JOMeHa 6e30MacHOCT MOXHO
BK/TIOUMTb HECKOMbKO 3K3eMMNAPOB MoAYy/en BXxoAa C pa3/iMuHbIMM napameTpamu. Ha-
CTPOWKM AOMKHbI 06ecneynBaTb onpeaeneHne ponen nonb3oBaTens, a TakKe aTpubyTa,
YKa3blBaAOLLEro Ha NPUHAANEXHOCTb NoMb30BaTens K opraHusauuu (curna 6nbnmortekmn)
- cM. [lomeHbl 6€30nacHOCTU.

AyTeHTuunKaumo B LOMeHe 6e30MacHOCTK sp Heob6xoaMmo Ha-
CTpouTb C MCNOMIb30BaHNEM mogayns BXoAa SAML2 (knacc
org.picketlink.identity.federation.bindings.wildfly.SAML2LoginModule
).

Mpumep pe3ynbTaTa HAaCTPOWKMN AOMEHOB 6€30NaCHOCTM, OTPAXEHHOIO B KOH(Urypauu-
OHHOM thanne cepsepa npunoxeHun WildFly, npusegéH B Mpunoxexum 1.

Ponu (rpynnbi) nonb3oBarenei

B ABVC "PycnaH-Heo" onpefeneHbl crefyiolwme pony nonb3oBaTeneii:

Ta6nuua 3-1. Ponu nonb3oBarteneit ABUC "PycnaH-Heo"

Ponb OonucaHune

ruslan-admin ALMUHMCTPATOP C HAUBbICILMMM NONHOMouUnAMM (co3gaHue/yaa-
nexHuve b/l, murpauns gaHHbIX 1 T.A.). Mpwn co3pgaHun b/f], 3Ta ponb
aBTOMATUYECKM MOMyYaeT BCe NOMHOMOUMUSA NO OTHOLWEHUIO K
3Ton b/.

ruslan-circ OG6bIUHbI NONb30BATENb C MOMHOMOUYKNAMU MO OTHOLIEHUIO K pe-
cypcam ABUC, onpepensembiMmu CMCKaMKU KOHTPOA AoCTyna ans
3TuUX pecypcoB. HocuTenb 3T0M ponu aBTOMaTUYECKKU NonyJyaeTt
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3.2.1.4.

3.2.1.5.

Ponb OonucaHue

BCE MOJTHOMOUUSA MO OTHOLIEHUIO K 3aNKUCAM, OTPAXKAIOLLMM 3a-
Npocbl HA 6POHMPOBaHKE OT YMTaTesNei.

ruslan-user OO6bIUHbIN NONb30BATENb C MOMHOMOUYKNAMU NO OTHOLIEHUIO K pe-
cypcam ABUC, onpepensembiMn CNUCKaMU KOHTPONSA AocTyna ans
3TUX pecypcos.

admin AOMUHUCTPATOP penosnTopus.

readwrite Monb3oBaTenb peno3MTopus C NpaBamMm 3anucy U YTEHUS AaH-
HbIX.

readonly Monb3oBaTenb peno3MTopus C MPaBOM UTEHUS AAHHbIX.

connect Monb3oBaTenb Peno3MTopus C NpaBoM AOCTYNa K NHTepdeicy
WebDAV ModeShape.

AHOHMMHbI NONb30BaTENb AaBTOMATMUYECKM NonyyaeT ponb readonly.

CnepyeT UMeTb B BUAY, YTO NPY MOMOLLM YKa3aHHbIX ponen ocylectTensetcs rpy6as 0606-
WEHHAA HacTpouKa npas AocTyna. TOHKas HaCTPoWKa NpaB AOCTyMna OCyLWeCcTBAAETCA Npy
MOMOLLY CMMCKOB KOHTPO/A [OCTYMNa, OTHOCALLMXCA K KOHKPETHbIM pecypcam.

YKa3aHHble ponun co3[aloTca aBTOMaTUYeCcKn B c/iyyae OTCYTCTBUA COOTBETCTBYIOLLNX 3a-
nucen B ncnonb3yemom mexaHusme XxpaHeHuA.

TaKxe AN HOPManbHOW PaboTbl CEPBEPHON YACTU B UCMOJIb3YEMOM JOMeHe 6e30MacHo-
CTV TpebyeTcs Hanuuue YUYETHOM 3aNnCh CUCTEMHOMO NOMb30BaTeNA, BXOAALLEr0 B rpyn-
nbl ruslan-admin, admin, readwrite u connect. lMpu HEO6XOAMMOCTY TAKYIO YUETHYIO
3anucb cneayeT co3aaTh. ITa YUYETHAS 3aNMCb CO3AAETCSA AaBTOMATUUYECKM B Cllyyae OTCyT-
CTBUSA YUETHBIX 3aNMCe B UCNOJb3YEMOM MeXaHU3Me XpPaHeHus.

HacTpoiiKka nogcucTemMbl NAKETHbIX 3aAaHUN

JinA yCnewHoro BOCCTAHOBMEHMA NMAaKeTHbIX 3af4aHuii (Hanpumep, MUrpaLmsa AaHHbIX 13
ABUC "PycnaH") nocne c60eB, NOACUCTEMY MAKETHbIX 33aHUN CneayeT HAaCTPOUTb TAaKUM
06pa3om, UTo6bl COCTOAHME BbIMOMHEHUS NAKETHbIX 3aAaHu PUKCUPOBaNocb B NOCTO-
AHHOM NMaMATU. B KauecTBe TAaKOro MexaHW3Ma MOXXHO UCMOMNb30BaTb UCTOUYHUK AAHHbIX
CYB/], BblAeNEeHHbIN ANA XpaHUNULLA AAHHbIX UMW OTAEMNbHbIA UCTOUHUK AAHHbIX. NS 3TOro
B KOH(urypaumm nogcnuctemnl batch-jberet s standalone-modeshape.xml cnegyet
onpeaennTb XxpaHunuuwe ¢ nmeHem dbb 1 ncnonb3yOLWNM NCTOYHUK AaHHbIX CYB/:

<subsystem xmlns="urn:jboss:domain:batch-jberet:1.0">
<job-repository name="dbb">
<jdbc data-source="neo"/>
</job-repository>

</subsystem>

Cnegyet 06paTuTb BHUMAHME Ha TO, UTO JNDI-uMA NCTOYHMKA AAHHbIX B 3TOM C/lyyae npu-
BOAUTCS B KpaTKomW hopme.

HacTpouka nogcucrembl ouepegein coobLieHnn

B KOHGwurypauum nopcuctembl ouepefend  coobuieHMM messaging-activemq
B standalone-modeshape.xml cnegyetr onpeaenuTb Kak MUHUMYM cnepyto-
wue ouepeam coobuweHun CreateUpdateRecordTopic, HoldExpirationTopic,
WSOperationsTopic n OverdueTopic:

<subsystem xmlns="urn:jboss:domain:messaging-activemq:1.0">
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<server name="default'">

<jms-topic name="CreateUpdateRecordTopic"
entries="java:/jms/topic/ruslan/createUpdateRecord
java:jboss/exported/jms/topic/ruslan/createUpdateRecord"/>
<jms-topic name="HoldExpirationTopic"
entries="java:/jms/topic/ruslan/holdExpiration
java:jboss/exported/jms/topic/ruslan/holdExpiration"/>
<jms-topic name="WSOperationsTopic"
entries="java:/jms/topic/ruslan/wsOperations
java:jboss/exported/jms/topic/ruslan/wsOperations"/>
<jms-topic name="OverdueTopic"
entries="java:/jms/topic/ruslan/overdue
java:jboss/exported/jms/topic/ruslan/overdue"/>
</server>
</subsystem>

Cnegyet 06paTuTb BHUMAHME Ha TO, UTO JNDI-UMSA NCTOYHMKA AAHHbIX B 3TOM C/lyyae npu-
BOAUTCS B KpaTKouW hopme.

3.2.1.6. HacTpolika XxpaHunuw,a Tanmepos

B KauecTBe XpaHUNNLLLA AaHHbIX TAaliMepPOB PEeKOMEHyeTcs UCMOSb30BaTb UCTOUHUK AaH-
HbiX CYB/I:

<subsystem xmlns="urn:jboss:domain:ejb3:4.0">

<timer-service
thread-pool-name="default"
default-data-store="db-store">
<data-stores>
<file-data-store
name="default-file-store"
path="timer-service-data"
relative-to="jboss.server.data.dir"/>
<database-data-store
name="db-store"
datasource-jndi-name="java:jboss/datasources/neo"
database="oracle"
refresh-interval="0"/>
</data-stores>
</timer-service>

</subsystem>

3.2.2. HacTpoiika cepsepa Solr

Mocne yctaHoBkum cepsBepa Solr [https://cwiki.apache.org/confluence/display/
solr/Installing+Solr] B KoHdwurypaunmoHHblh chaiin server/solr/configsets/
data_driven_schema_configs/conf/managed-schema Heobxognmo o6aBuTh cne-
Aaylolme onpefenieHNsa noneil M Tuna nonen, a TakkKe nepeonpegenutb Tun nons
text_general:

<field name="collection" type="strings"/>
<dynamicField

name="*_dtr"

type="date_range"
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indexed="true"
stored="true"/>

<fieldType
name="date_range"
class="solr.DateRangeField"/>

<fieldType
name="text_general"
class="solr.TextField"
positionIncrementGap="100"
multivValued="true">
<analyzer type="index">
<tokenizer class="solr.WhitespaceTokenizerFactory"/>
<filter class="solr.StopFilterFactory"
ignoreCase="true"
words="stopwords.txt" />
<filter class="solr.SynonymFilterFactory"
synonyms="synonyms. txt"
ignoreCase="true"
expand="false"/>
<filter class="solr.WordDelimiterFilterFactory"
generatewWordParts="1"
generateNumberParts="1"
catenatewWords="1"
catenateNumbers="1"
catenateAll="0"
splitOnCaseChange="0"/>
<filter class="solr.LowerCaseFilterFactory"/>
</analyzer>
<analyzer type="query">
<tokenizer class="solr.WhitespaceTokenizerFactory"/>
<filter class="solr.StopFilterFactory"
ignoreCase="true"
words="stopwords. txt" />
<filter class="solr.SynonymFilterFactory"
synonyms="synonyms. txt"
ignoreCase="true"
expand="true'"/>
<filter class="solr.WordDelimiterFilterFactory"
generateWordParts="1"
generateNumberParts="1"
catenatewWords="1"
catenateNumbers="1"
catenateAll="0"
splitOnCaseChange="0"/>
<filter class="solr.LowerCaseFilterFactory"/>
</analyzer>
</fieldType>

Ecnu TpebyeTcs HOpManum3auusa MHAEKCOB 1 3anpocoB B cooTeeTcTBMM ¢ Unicode Technical
Report 30 [http://www.unicode.org/reports/tr30/tr30-4.html], To onpeaeneHue no-
na text_general B server/solr/configsets/data_driven_schema_configs/
conf/managed-schema gonkHo BbIrNsageTb Cieayowmnum o6pasom:

<fieldType
name="text_general"
class="solr.TextField"
positionIncrementGap="100"
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multivalued="true">
<analyzer type="index">

<tokenizer
class="solr.WhitespaceTokenizerFactory"/>
<filter

class="solr.StopFilterFactory"
ignoreCase="true"
words="stopwords.txt" />

<filter
class="solr.SynonymFilterFactory"
synonyms="synonyms. txt"
ignoreCase="true"
expand="false"/>

<filter
class="solr.WordDelimiterFilterFactory"
generatewWordParts="1"
generateNumberParts="1"
catenatewWords="1"
catenateNumbers="1"
catenateAll="0"
splitOnCaseChange="0"/>

<filter
class="solr.ICUFoldingFilterFactory"/>
<filter
class="solr.LowerCaseFilterFactory"/>
</analyzer>
<analyzer type="query">
<tokenizer
class="solr.WhitespaceTokenizerFactory"/>
<filter

class="solr.StopFilterFactory"
ignoreCase="true"
words="stopwords. txt" />

<filter
class="solr.SynonymFilterFactory"
synonyms="synonyms. txt"
ignoreCase="true"
expand="true'"/>

<filter
class="solr.WordDelimiterFilterFactory"
generateWordParts="1"
generateNumberParts="1"
catenatewWords="1"
catenateNumbers="1"
catenateAll="0"
splitOnCaseChange="0"/>

<filter
class="solr.ICUFoldingFilterFactory"/>

<filter
class="solr.LowerCaseFilterFactory"/>

</analyzer>
</fieldType>

Mpun 3TOoM B server/solr/configsets/data_driven_schema_configs/conf/
solrconfig.xml cneagyet no6aBUTH:

<lib
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dir="${solr.install.dir:../../../..}/contrib/analysis-extras/lucene-1libs/"
regex=".*\.jar" />

<lib
dir="${solr.install.dir:../../../..}/contrib/analysis-extras/lib/"
regex=".*\.jar" />

<lib
dir="${solr.install.dir:../../../..}/dist/"
regex="solr-analysis-extras-\d.*\.jar" />

B koHdwurypaumoHHom dchanne solr.in Heo6XoAMMO HACTPOUTb MNapaMeTpbl
solr.autoSoftCommit.maxTime, solr.autoCommit.maxTime, -Xmx B COOTBeT-
CTBUW C UMEKLLMMMNCA BbIYNCANTENbHBIMK pecypcamun, 06beMom b/ 1 Harpy3kou. Ans Ha-
yasia MOXHO MPUHSATb

solr.autoSoftCommit.maxTime=1000
solr.autoCommit.maxTime=106000
-Xmx2g

3anyck cepBepa Heo6XOAMMO OCywecTBAATb B o6nauHom pexume [https://
cwiki.apache.org/confluence/display/solr/Getting+Started+with+SolrCloud].

Mocne 3anycka cepBepa Heo6xoAMMO co3aaTb 6a30Byt0 Konnekuuio ruslan:

$ bin/solr create -c ruslan -d data_driven_schema_configs

3.2.3. HacTpoika npoBaugepa ngeHtTuuKauum

HacTpouka npoBaingepa naeHTUUKaLMM 3aKN04aeTca B pelakTupoBaHMM KoHdurypa-
LuMoHHoro ¢anna WEB-INF/picketlink.xml [https://docs.jboss.org/author/display/
PLINK/Identity%20Provider
%20Configuration.html#24838669_ldentityProviderConfiguration-
Thepicketlink.xmlconfigurationfile], BknwouéHHoro B ridp*.war. Kak MUHUMYM,
Heob6xoAMMO YyKasaTb 3HaueHus napameTpoB PicketlLinkIDP/IdentityURL wu
PicketLinkIDP/Trust/Domains, 3aBuUcsilimne OT KOHKPETHbIX YCNOBUIA 3KCNAyaTaLuu.
B nepBoM 13 HUX HEO6XOAMMO yKa3aTb agpec npoBangepa uaeHtTudukaumm (Hanpumenp,
https://host.domain/ridp/). Bo BTOPOM - CMMCOK AOMEHOB, pa3feneHHbIX 3ansaTou,
C KOTOPbIMU YCTAHOB/EHbI JOBEPUTESNIbHbIE OTHOWeEHMA (Hanpumep, domainil, domain2).

3.2.4. HacTpouKa 6a30BbIX CEPBUCOB

3.2.4.1. 06W,as HACTPOMKA

061wan HAaCcTporKa 3aKoyaeTcs B peAakTMpoBaHuy KOHUrypaLmm noacucTemsl naming
B standalone-modeshape.xml:

<subsystem xmlns="urn:jboss:domain:naming:2.0">
<bindings>
<simple
name="java:global/ruslan/config/19013582/requestIdGeneratorName"
value="db" type="java.lang.String"/>
<simple
name="java:global/ruslan/config/00000000/solrURL"
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value="1localhost:9983" type="java.lang.String"/>

<simple

name="java:global/ruslan/config/00000000/repository"
value="java:/jcr/neo" type="java.lang.String"/>

<simple

name="java:global/ruslan/config/00000000/1license"
value="file:///opt/wildfly/license.cer" type="java.net.URL"/>

<simple

name="java:global/ruslan/config/defaultOrgId"
value="00000000" type="java.lang.String"/>

<simple

name="java:global/ruslan/config/defaultRecordSchemaName"
value="ruslan" type="java.lang.String"/>

</bindings>
<remote-naming/>
</subsystem>

B Tabnuue 3-2 npeacTaBneHbl HAacTpanBaemblie oblme napameTpsbl, ux JNDI-umeHa, npu-

Mepbl 3HaUEeHUIA,

Ta6bnuua 3-2. HacrtpauBaemble o6wme napameTpbl 6a30Bbix cepsBucos ABUC

"PycnaH-Heo"

JNDI-ums

Ha3HaueHune

3HaueHune

java:global/ruslan/
config/{curna 6ubnuoTe-
kn}/requestIdGeneratorName

WoeHTudumkatop reHeparto-
pa naeHTunKaTopos 3a-
NnpocoB Ha 6poHUpOBaHNe

db - reHepaTop nocne-
[0BaTeNbHbIX Uncen

uuid - reHepaTop yHU-
KanbHbIX ngeHTuduka-
TOpoB

java:global/ruslan/config/{curna
6ubnmotekn}/solruURL

CTpoka nogkntoyeHuns K
ZooKeeper (Solr)

localhost:9983

java:global/ruslan/config/{curna
onénunoTtekn}/repository

JNDI-umsa xpaHunuwa

java:/jcr/neo

defaultRecordSchemaName

nucen No ymonyaHuto

java:global/ruslan/config/{curna [URL nuueH3noHHoro anna [file:///

6ubnmnotekn}/license opt/wildfly/
license.cer

java:global/ruslan/config/ Curna 6mbnmoTekn no ymon- 00000000

defaultOrgId UYaHMIo

java:global/ruslan/config/ WoeHTndumkatop cxembl 3a- |ruslan

3.2.4.2. HacTponKa noacucrem

HekoTopblie noacucrembl 6a30BbiX CEPBUCOB HACTPAMBAOTCA NPU MOMOLLM AeCcKpMnTopa
pa3BEpPTbIBAHUA NpUNOXeHns idx-jcr-ejb.jar/META-INF/ejb-jar.xml n uHbix ge-
CKPUMNTOPOB, BKIOUEHHBIX B rneo* . ear.

3.2.4.2.1. HacTpoilKa napameTpoB uAeHTU(NKaLMKN CUCTEMHOTO NoNb3oBaTens

ABMUC "Pycnan-Heo"

B Tabnuue 3-3 npeactaBneHbl HaCTpaMBaemble NapameTpbl NOACMCTEMbI, HAUMEHOBAHUSA
COOTBETCTBYIOLLMX 3aNNCEN OKPYXXEHUS, KOTOPbIE NPUBOAATCA B AECKPUNTOPE Pa3BEPTbI-
BaHuA idx-jcr-ejb.jar/META-INF/ejb-jar.xml, npumepbl 3HaUEHUN.
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Ta6bnuua 3-3. HactpauBaemble napameTpbl UgeHTU(PUKALUN CUCTEMHOIO
nonb3oBaTtensa ABUC "Pycnan-Heo"

HaumeHoBaHue 3a- HasHaueHune 3HaueHune
NNCU OKPYIKEHUSA
{curna 6ubnunoTte- NoenTudmkatop (umsa Bxo- |ruslan
Kn}/repolLogin Jla) CUCTEMHOTO MoMb30Ba-
Tena ABUC "PycnaH-Heo"
{curna 6mubnunoTte- Maponb cuctemHoro nonb- |changeit
Kn}/repoPassword 3oBartens ABUC "Pyc-
nav-Heo"

3.2.4.2.2. HacTpoiKa 3anycKa NaKeTHbIX 3aAaHNIN N0 PacnMCaHuIo

ABTOMATUUYECKUIA 3aMyCK MAKETHbIX 33[4aHUIA NO PACNMCAHMIO ONpenenseTcs npu nomo-
wwy anemeHToB timer ana EJB JobScheduler B geckpunTtope pa3BépTbiBaHus idx-jcr -
ejb.jar/META-INF/ejb-jar.xml:

<session>
<ejb-name>JobScheduler</ejb-name>
<session-type>Stateless</session-type>
<timer>
<schedule>
<minute>0</minute>
<hour>19</hour>
<day-of-week>1-5</day-of-week>
</schedule>
<timeout-method>
<method-name>timeout</method-name>
<method-params>
<method-param>javax.ejb.Timer</method-param>
</method-params>
</timeout-method>
<info>ExportRecordsIS02709EBOOKS:19013582</info>
</timer>
<timer>
<schedule>
<minute>0</minute>
<hour>1</hour>
<day-of-week>6</day-of-week>
</schedule>
<timeout-method>
<method-name>timeout</method-name>
<method-params>
<method-param>javax.ejb.Timer</method-param>
</method-params>
</timeout-method>
<info>ExportRecordsIS02709B00KS:19013582</info>
</timer>
</session>

B anemeHTe info yKa3biBalOTCA HAUMEHOBaHNe NAKeTHOro 3alaHuns U curna 6ubnmortekn,
pasgenéHHble ABoeTounem. Moapo6HOCTU HACTPONKM PacnUCaHMA NPUBOAATCA B rnase 13
cneuncbmkaumm JSR-345 [https://jcp.org/en/jsr/detail?id=345].

CooTBeTCTBYIOUME ONpeAeneHns NakeTHbIX 3a4aHNN AOMKHbI 6bITb pasmelleHbl B idx-
jecr-ejb.jar/META-INF/batch-jobs/, ancnonbsyembie sTuMun 33, aHUSIMUN MAKETHbIE
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aptechaKTbl HEO6XOAMMO YKa3aTb B idx-jcr-ejb.jar/META-INF/batch.xml. MNakeT-
Hble 3afaHusA 1 apTedaKTbl ONpeaensoTca B COOTBETCTBUM C TpeboBaHUAMUK cneumndurka-
umm JSR-352 [https://jcp.org/en/jsr/detail?id=352].

3.2.4.2.3. HacTpoliika cepBepa Z39.50

B Tabnuue 3-4 npeacraBneHbl HACTpanBaemble NapameTpbl cepeepa Z39.50, KoTopble nNpu-
BOAATCA B leCKpunTope pa3BépTbiBaHusa idx-jcr-ejb.jar/META-INF/ejb-jar.xml,
npruMepbl 3HAYEHU.

Ta6bnuua 3-4. HactpanBaembie napameTpbl cepsepa Z239.50

HaumeHoBaHue napameTpa Ha3HaueHue 3HaueHue

ServerName CeTeBOM agpec, No KoTopo- (0.0.0.0
My 6yAeT OCyLLeCTBAATLCA
B3aMmoaencTBue c cepse-
pom Z39.50

PortNumber Homep nopta, no kotopomy [2100
6yaeT oCyLLecTBNATbCS B3a-
MMOLENCTBME C CEPBEPOM
Z39.50

OrgId Curna 6ubnunoTekm 000006000

@OparmeHT  geckpuntopa  pa3BeépTbiBaHMa  idx-jcr-ejb.jar/META-INF/ejb-
jar.xml, cBi3aHHbIN C HACTPOWKa NapameTpoB cepBepa Z39.50:

<message-driven>
<display-name>Z39.50 Target Bean</display-name>
<ejb-name>ZTarget</ejb-name>
<ejb-class>com.ols.ruslan.neo.z3950.server .ZTarget</ejb-class>
<messaging-type>com.ols.z3950.server.ZMessagelListener</messaging-type>
<transaction-type>Container</transaction-type>
<activation-config>
<activation-config-property>
<activation-config-property-name>ServerName</activation-config-property-name>
<activation-config-property-value>0.0.0.0</activation-config-property-value>
</activation-config-property>
<activation-config-property>
<activation-config-property-name>PortNumber</activation-config-property-name>
<activation-config-property-value>2100</activation-config-property-value>
</activation-config-property>
<activation-config-property>
<activation-config-property-name>0rgIld</activation-config-property-name>
<activation-config-property-value>00000000</activation-config-property-value>
</activation-config-property>
</activation-config>

</message-driven>
3.2.4.2.4. HacTponka cepsepa 3M™ SIP v. 2.00
B Tabnuue 3-5 npefcraBnieHbl HAcTpanBaemble napameTpbl cepeepa 3M™ S/Pv. 2.00, KoTo-

pble NPUBOAATCS B feCKpunTope pasBepTbiBaHus idx-jcr-ejb.jar/META-INF/ejb-
jar.xml, npumepbl 3HAUEHWUIA.

12


https://jcp.org/en/jsr/detail?id=352
https://jcp.org/en/jsr/detail?id=352

HacTpoika nporpammb

Ta6nuua 3-5. HactpanBaembie napameTpbl cepsepa 3M™ SIP v. 2.00

HanmeHoBaHue napameTpa Ha3zHaueHue 3HaueHue

ServerName CeTeBOM aapec, No KoTopo- [0.0.0.0
My 6yfeT OCyLLeCTBNATHCA
B3aMMOJENCTBIE C cepBe-
pom 3M™ SIP v. 2.00

PortNumber Homep nopta, no kotopomy |12345
6yaeT ocyLecTBNATbCA B3a-
MMOLENCTBME C CEPBEPOM
3M™ S|P v. 2.00

OrgId Curna 6ubnunoTekmn 00000000

@parmeHT  geckpuntopa  pa3BeépTbiBaHMa  idx-jcr-ejb.jar/META-INF/ejb-
jar.xml, cBA3aHHbIN C HACTPOWKa NapameTpoB cepsepa 3M™ SIP v. 2.00:

<message-driven>
<display-name>SIP ACS Bean</display-name>
<ejb-name>SIPACS</ejb-name>
<ejb-class>com.ols.ruslan.neo.sip.server.SIPACS</ejb-class>
<messaging-type>com.ols.sip.SIPMessagelListener</messaging-type>
<transaction-type>Container</transaction-type>
<activation-config>
<activation-config-property>
<activation-config-property-name>ServerName</activation-config-property-name>
<activation-config-property-value>0.0.0.0</activation-config-property-value>
</activation-config-property>
<activation-config-property>
<activation-config-property-name>SoTimeout</activation-config-property-name>
<activation-config-property-value>3000</activation-config-property-value>
</activation-config-property>
<activation-config-property>
<activation-config-property-name>0rgIld</activation-config-property-name>
<activation-config-property-value>0000000</activation-config-property-value>
</activation-config-property>
</activation-config>
</message-driven>

3.2.4.2.5. HacTpoilKa NnapameTpoB NOACUCTEMbI YNIPAB/IEHUs NONb30BaTENAMM

MoacucTema ynpaB/ieHUs MOMNb30BATENIAMU HACTPAMBAETCA HA KOHKPETHbIN MeXaHU3M
XPaHEeHUN YUETHBIX JAHHbIX NpU NoMoLLM aeckpuntopa idx-jcr-ejb.jar/META-INF/
picketlink.xml. B KOMMNAeKT MOCTaBKM B KauyecTBe 06pa3LOB BKIUAKTCA fAe-
ckpuntopbl picketlink-LDAP.xm1l, picket1link-AD.xml u picketlink-JPA.xm1,
ANS MHTerpaumum ¢ MexaHW3Mamum XpPaHeHUs YUYETHbIX AAaHHbIX, NWCNOMb3yowmmn LDAP,
Active Directory u pensunoHHble CYB[ cooTBeTCTBEHHO. Heo6xoAMmMo nepeHecTn B
picketlink.xml Tpebyemyto KOHhUIYPALUIO N USMEHUTbL NAPAMeTPbl B COOTBETCTBUM C
KOHKPETHbIMM YCNOBUAMU NpUMeHeHUs (aapeca cepBMCOB, AEHTUMHNKATOPbI UCTOUHUKOB
JAHHbIX, NOTMHbI U NapoNu Nonb3oBaTesnen, OT UMEeHU KOTOpbIX ByaeT BeCTUCh paboTa ¢
MexaHW3MaMn XpaHeHMA YUETHbIX JAaHHbIX U T.M.).

Mpn MCNONb30BaHUN MEXaHU3Ma XPAHEHUSN YUETHbIX AaHHbIX, OCHOBAHHOIO Ha penauu-
OHHOM CYBJ, B peckpuntope idx-jcr-ejb.jar/META-INF/persistence.xml cne-
AyeT onpefenuTb MCMofb3yemble PenALUOHHbIe CywHOCTU (3nemeHTbl class) U uc-
TOUHUK [aHHbIX (3nemeHT non-jta-data-source). B KOMNAEKT MOCTaBKW BXOAMT
persistence.xml c TMNOBbIMU CYLHOCTSAMM, 06€CNEUMBAOLLNMU XPAHEHUE YUETHbBIX 3a-
nucei NoNb3oBaTeNeid, UX PoNn 1 NAPOnu.
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B coctaB noacucTembl ynpaBneHus Nonb30BaTeNsiMM BXOAUT KOMMNOHEHT, o6ecneunBato-
WK OAHOHAMPABNEHHYIO CUHXPOHM3ALMIO 3anucen Ha yutatenen us ABUC "PycnaH-Heo"
C NCNOJIb3yeMbIM MEXaHU3MOM XPaHEHMUs YYETHbIX JaHHbIX. Takum o6pa3om, npu co3aa-
HUN UAW U3MEHEHUWN 3anucu Ha yuTaTens, Hanpumep, npu nomowm APM KHurosbigaun
ABUC "PycnaH-Heo" B mexaHM3me XpaHeHWA CO3[al0TCA UNU U3MEHATCA COOTBETCTBYIO-
LMe yYETHbIE 3anncu. 3TV 3anncy 3aTem MOryT H6bITb MCMOMb30BAHbI ANA ayTeHTUUKaLUK
yuTaTenei B ABVIC npn NomoLLm JOMEHOB 6€30MNaCHOCTM, ONMUCAHHBIX Bblle. 3Ta hYHKLMN-
OHaNbHOCTb peannsyeTcs Npu nomowm Knacca idx-jcr-ejb.jar/com/ols/ruslan/
neo/record/UserManager.class. Ecnu Takas CMHXpOHM3auusa He TpebyeTcs, TO yKa-
3aHHbIN KNnacc cnegyet U3bATb U3 NPUNOXKEHUS.

3.2.4.2.6. HacTpoiika 6usHec-npasun

ABUC "PycnaH-Heo" wucnonb3yeT cuctemy ynpasneHus 6usHec-npaBunamum Drools
[https:/ /www.drools.org/] B npoueccax 06paboTKM 3anpocoB oT Nonb3oBaTenem u cobbi-
TWW, BO3SHUKAKOLWNX B cCucTeme. BUsHec-npasuia n BCnomoraTtesibHble MeTaaaHHble BOMIO-
WweHbl B BUAe 3anucei B b4 .config-{curna 6mbnnotekun}.3Tn 3anmcm co3aaoTtcs as-
TOMATMYECKN NPU PAa3BEPTbIBAHWUM CEPBEPHOMN YACTM U HE 0BHOBASIOTCS NPU 06HOBMIEH UM
cepBepHoON yacTu. B Tabnuue 3-6 npuBeaeHbl MAEHTUGUKATOPLI MOCTaBASEMbIX 3anuncen
N NX HAa3HayeHue.

Ta6bnuua 3-6. busHec-npasuna

Wpentudpukarop sanucm HasHaueHune

kmodule.xml BcrnomoraTtenbHble MeTaflaHHble - onuca-
Hue moaynen 6U3Hec-NpaBun

ruslan-acl-management.drl MpaBuna ynpasneHusa CNMCKamMmm KOHTPOnsa
JoCTyna Ans oTaeNbHbIX 3aMnucen

ruslan-circulation-checkin.drl MpaBuna Bo3BpaTa AOKYMEHTOB, BblAaH-
HblX BO BPEMEHHOE NOJ/Ib30BaHMe

ruslan-circulation-checkout.drl |lpaBuna BblgaYM JOKYMEHTOB BO BPEMEH-
HOe Nonb3oBaHue

ruslan-circulation-renewal.drl MpaBuna NnpoaneHns cpoka Nosb3oBaHUsA
[OKYMEHTaMu, BbiJaHHbIMN BO BPEMEHHOE
nonb3oBaHue

ruslan-circulation- MpaBuna 6pOHNPOBAHNS 4OKYMEHTOB,

requestItem.drl BK/OUAA NpaBuIa MapwpyTn3aumm 3anpo-
COB Ha 6poHMpOBaHKe B OTAENbI XPAHEHUSA

ruslan-retention-versions.drl Mpasuna XxpaHeHMst BEPCUI 3anucei

BaxxHo

MocTaBnsiemMblii TUMOBOW Habop 6u3Hec-nNpaBun TpebyeT 06s3aTeNbHON HACTPOW-
KM HA KOHKPETHbIe YCNOBUS NPUMEHEHUS - OTKITIOUEHUS HEHYXHbIX, 06aBMeHNs
HOBBIX U PEAAKTUPOBAHUS NMEOLLMXCS NPaBUNI.

PepakTmpoBaHue 6u3Hec-npasus 1 BCNOMOraTeNibHbIX MeTafildaHHbIX OCYLLECTBAAETCA NpU
nomouwu APM AgmuHuctpatopa. lo6aBneHne HOBbIX MoAyen GU3HeC-NpPaBus OCyLLEeCTB-
nseTca nocpeacTBom ux gobasneHuns B rneo.ear/idx-jcr-ejb.jar/config/. Mpwu
3TOM Ha3BaHWe MOAy A C 6BU3HeC-NpasBuIamMmm 4OMKHO COOTBETCTBOBATb HA3BAHUIO NaKeTa
B kmodule.xml - Hanpumep, ruslan-circulation-renewal.dr 1 yka3biBaeT, Ha TO,
UTO 3TOT MOAYNb OTHOCMTCA K NakeTy ruslan.circulation.
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HacTpoika nporpammbl

3.2.5. Hactponka Web-untepdenca pecypcos

3.2.5.1. HacTpoiika npoBangaepa ycnyr

Web-nHTepdeiic pecypcoB siBAsieTcs peanusauumen nposangepa ycnyr. Ans ycnew-
HOr0 B3aMMOAEWCTBUS C NpOBanMAepoM uaeHTUdUKauMmM TpebyeTcs ero HacTpomn-
Ka, KOTOpas 3aknluyaetcd B pefakTUpPOBaHMM KOHUrypaunoHHoro dcanna WEB-
INF/picketlink.xml, BKNOUEHHOro B rneo-ear*.ear/rrs-web.war. Kak MUHU-
MyM, HEO6XOAMMO YKa3aTb 3HAueHua napameTpoB PicketLinkSP/IdentityURL wn
PicketLinkSP/ServiceURL, 3aBucsilime OT KOHKPETHbIX YCOBMW 3KcnayaTauuu. B
NepBOM M3 HUX HEO6XOAMMO yKasaTb aapec npoeangepa uaeHtTudukauun (Hanpumenp,
https://host.domain/ridp/). Bo BTOpOoM - agpec nposaigepa ycnyr (Hanpumep,
https://host.domain/rrs-web/).
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'naBa 4. [IpoBepKa nporpammbl

MpoBepka pa3BEPTbIBAHUSA KOMNOHEHTOB CEPBEPHON YaCTX OCYLLECTBASETCS NPU NOMOLLM
cpepcts ynpasneHus WildFly. Mpu HeycnewHoM pa3BEpPTbIBaHMM yKa3aHWe HA MPUUMNHDI
cnepyeT uckatb B ypHane WildFly.
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naBa 5. lononHuTenbHble
BO3MOXHOCTU

CepBepHas yactb "PycnaH-Heo" He o6nagaeT UHbIMU BO3MOXHOCTAMU, NOMUMO YKa3aH-
HbIX B [Nase 1.
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F'naBa 6. COO6WEHNA CUCTEMHOMY
nporpammmucTy

CoobLueHns CUCTEMHOMY MPOrPaMMUCTY BbIBOAATCSA B XXypHan WildFly.
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MepeueHb TEPMUHOB U UX ONpeAeneHun

Mogaynb WildFly

CTaTnyeckuni
WildFly

Z39.50-KnneHTt

moaynb

Nornueckuin Habop KNaccos, NpeAHa3HAUEHHbIV 4715 3arpy3Ku Knac-
COB U YNpaBNeHNdA 3aBUCUMOCTAMYU B cepBepe npunoxenun WildFly .

Cm. Takxke Module [https://docs.jboss.org/author/display/WFLY10/
Glossary.html#91947458_Glossary-Module] .

Moodynb WildFly , ycTaHOBNeHHbI B KaTanore modules cepBepa
npunoxexuin WildFly .

MporpaMmHoe cpefcTBo, obecneunBatouiee AOCTYN OAHOro WM
HECKONbKUX Monb3oBaTenen K yaaneHHbIM UK NOKaNbHbIM pecyp-
cam (6ubnmorpadmueckum, NONHOTEKCTOBLIM 1 Ap. 6a3amM [aHHbIX)
no npotokony Z39.50.

19


https://docs.jboss.org/author/display/WFLY10/Glossary.html#91947458_Glossary-Module
https://docs.jboss.org/author/display/WFLY10/Glossary.html#91947458_Glossary-Module
https://docs.jboss.org/author/display/WFLY10/Glossary.html#91947458_Glossary-Module

MepeueHb COKpaLEeHUN

EJB
JCR
JDBC
JNDI
JSON
LDAP
NCIP
NISO
SAML
SIP

SRU

URL

WebDAV

XML
AbBKNC
B4
cybA

Enterprise JavaBeans

Java Content Repository

Java Database Connectivity

Java Naming and Directory Interface

JavaScript Object Notation

Lightweight Directory Access Protocol

NISO Circulation Interchange Protocol [http://www.ncip.info]
National Information Standards Organization

Security Assertion Markup Language

Standard Interchange Protocol

Search/Retrieve via URL  [http://www.loc.gov/standards/sru/
sru-2-0.html]

Uniform Resource Locator

Web Distributed Authoring and Versioning [http://tools.ietf.org/
html/rfc4918]

The Extensible Markup Language
ABTOMaTM3UpPOBaHHAA 6GUBNMOTEYHO-UHDOPMALIMOHHAA CMcTEMA
ba3a gaHHbIX

Cuctema ynpasneHus 6asamu JaHHbIX
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Mpunoxxenune 1. KOHPUrypaumoHHbIN
thaun cepsepa npunoxxexnn WildFly

1.1. LICTOUHUK AQHHbIX

lMokasaHo onucaHue ABYX UCTOYHUKOB AaHHbIX - java:jboss/datasources/1ib1 n
java:jboss/datasources/neo, a Takxe gpansepa oracle.

<subsystem xmlns="urn:jboss:domain:datasources:2.0">
<datasources>
<datasource
jta="false"
jndi-name="java:jboss/datasources/1ib1"
pool-name="1ib1" enabled="true" use-ccm="false">
<connection-url>jdbc:oracle:thin:@oracle.test.org:1521/0RA11
</connection-url>
<driver-class>oracle. jdbc.OracleDriver</driver-class>
<new-connection-sql>alter session set current_schema=1ib1
</new-connection-sql>
<driver>oracle</driver>
<security>
<user-name>1libl</user -name>
<password>1ib1_pwd</password>
</security>
<validation>
<validate-on-match>false</validate-on-match>
<background-validation>false</background-validation>
</validation>
<statement>
<share-prepared-statements>false</share-prepared-statements>
</statement>
</datasource>
<datasource
jta="false"
jndi-name="java:jboss/datasources/neo"
pool-name="neo"
enabled="true"
use-ccm="false"
statistics-enabled="true">
<connection-url>jdbc:oracle:thin:@localhost:1521/xe</connection-url>
<driver-class>oracle.jdbc.OracleDriver</driver-class>
<driver>oracle</driver>
<security>
<user-name>neo</user-name>
<password>changeit</password>
</security>
<validation>
<validate-on-match>false</validate-on-match>
<background-validation>false</background-validation>
</validation>
<statement>
<share-prepared-statements>false</share-prepared-statements>
</statement>
</datasource>
<driver name="oracle" module="com.oracle.ojdbc">
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<xa-datasource-class>oracle.jdbc.xa.client.OracleXADataSource
</xa-datasource-class>
</driver>
</datasources>
</subsystem>

1.2. Peno3utopuu

Moka3saHo onucaHue peno3nTopusi Neo, NCMOMb3YIOLLEro AN XPaHEHUS KaK 06bIYHbIX, TaK
1 BOWYHbIX AAHHbIX UCTOYHUK AaHHbIX java: jboss/datasources/neo . Takxe noka-
3aHO OMnucaHne HeoHXoAUMbIX AN PpaboTbl MHAEKCOB.

<repository name="neo">
<db-persistence create-on-start="true"
data-source-jndi-name="java:jboss/datasources/neo" />
<index-providers>
<index-provider name="lucene" classnhame="lucene"
module="org.modeshape.index-provider. lucene"
relative-to="jboss.server.data.dir"
path="modeshape/neo/indexes/" />
<index-provider name="local" classname="1local"
relative-to="jboss.server.data.dir" path="modeshape/neo/indexes/" />
</index-providers>
<indexes>
<index name="file_path" provider-name="1lucene" kind="value"
synchronous="true" node-type="nt:file" columns="jcr:path(PATH)" />
<index name="res_path" provider-name="1lucene" kind="value"
synchronous="true" node-type="nt:resource" columns="jcr:path(PATH)" />
<index name="file_name" provider-name="1lucene" kind="value"
synchronous="true" node-type="nt:file" columns="jcr:name(NAME)" />
<index name="folder_name" provider-name="1lucene" kind="value"
synchronous="true" node-type="nt:folder" columns="jcr:name(NAME)" />
<index name="rn_itemId" provider-name="1lucene" kind="value"
synchronous="true" node-type="nt:file" columns="rn:itemId(STRING)" />
<index name="rn_userId" provider-name="1lucene" kind="value"
synchronous="true" node-type="nt:file" columns="rn:userId(STRING)" />
<index name="rn_circ_userId" provider-name="1lucene" kind="value"
synchronous="true" node-type="nt:file" columns="rn:circUserId(STRIN
</indexes>
<reindexing async="true" mode="if_missing" />
<db-binary-storage data-source-jndi-name="java:jboss/datasources/neo" />
</repository>

1.3. JlomeHbl 6e30nacHOCTU

Moka3aHo onucaHne gomeHa 6e3onacHocT modeshape-security, MCNonb3yOWEro NCToU-
HUK LDAP co cneuucunuHbiMu ans Active Directory HacTpoikamu (naeHTuduKaTop nonb3o-
BaTena - B aTpubyte sAMAccountName , uaeHTudukatop opranusauun (curna 6uénno-
Teku) - B aTpubyTe company ).

MokasaHo onucaHne gomeHa 6e3onacHoctu modeshape-security-db , nucnonb3yto-
LLero pensuMoHHbIN NCTOYHUK AaHHbIX java: jboss/datasources/ExampleDS (naeH-
TuchukaTtop 6M6NNOTEKM OOOOOOOO yKasbiBaeTcs CTaTUYeCKMM 06pa3om B mapameTpe
rolesQuery).

TakXe NoKa3aHo onmcaHue fomeHa 6e30MacHOCTY Sp.

<subsystem xmlns="urn:jboss:domain:security:1.2">
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<security-domains>

<security-domain name="modeshape-security" cache-type="default">
<authentication>
<login-module code="LdapExtended" flag="required">

<module-option
<module-option

<module-option
<module-option
<module-option
<module-option
<module-option
<module-option
<module-option
<module-option
<module-option
<module-option
<module-option
<module-option

name="password-stacking" value="useFirstPass" />
name="java.naming.provider.url"
value="1ldap://localhost:389" />
name="java.naming.referral" value="follow" />

name="bindDN" value="CN=LDAP user,CN=Users, DC=LOCAL" />

name="bindCredential" value="changeit" />
name="baseCtxDN" value="DC=LOCAL" />
name="baseFilter" value="(sAMAccountName={0})" />
name="rolesCtxDN" value="0OU=ruslan,DC=LOCAL" />
name="roleFilter" value="(member={1})" />
name="roleAttributeID" value="cn" />
name="roleAttributeIsDN" value="false"
name="roleRecursion" value="2" />
name="searchScope" value="SUBTREE_SCOPE" />
name="allowEmptyPasswords" value="false" />

/>

</login-module>
</authentication>
<mapping>
<mapping-module
code="org.jboss.security.mapping.providers.attribute.LdapAttributeMappingProvider"
type="attribute">
<module-option name="attributelList" value="company" />
<module-option name="bindDN" value="CN=LDAP user,CN=Users,DC=LOCAL" />
<module-option name="bindCredential" value="changeit" />
<module-option name="baseFilter" value="(sAMAccountName={0})" />
<module-option name="java.naming.provider.ur1"
value="1ldap://localhost:389" />
<module-option name="baseCtxDN" value="DC=LOCAL"
</mapping-module>
</mapping>
</security-domain>
<security-domain name="modeshape-security-db"
cache-type="default">
<authentication>
<login-module
code="org.jboss.security.auth.spi.DatabaseServerLoginModule"
flag="required">
<module-option name="hashAlgorithm" value="SHA-512" />
<module-option name="hashEncoding" value="base64" />
<module-option name="dsJndiName"
value="java:jboss/datasources/ExampleDS" />
<module-option name="principalsQuery"
value="select p.passwordencodedhash from
passwordcredentialtypeentity p, accounttypeentity a
where p.owner_id=a.id and a.loginname=?" />
<module-option name="rolesQuery"
value="select '00000000', 'Orgs' from attributetypeentity union
select distinct r.name, 'Roles' from roletypeentity r,
relationshipidentitytypeentity x1,
relationshipidentitytypeentity x2,
accounttypeentity a where r.id=x1.identitytype_id
and x1.descriptor='role' and x2.descriptor='assignee'
and x1.owner_id=x2.owner_id and x2.identitytype_id=a.id
and a.loginname=?" />

/>

23



KoHghnrypaunoHHbin ann
cepsepa npunoxeHun WildFly

<module-option name="digestCallback"
value="com.ols.auth.SaltedPasswordProcessor" />
<module-option name="saltQuery"
value="select p.passwordsalt from passwordcredentialtypeentity p,
accounttypeentity a where p.owner_id=a.id and a.loginname=?" />
</login-module>
</authentication>
</security-domain>
<security-domain name="sp" cache-type="default">
<authentication>
<login-module
code="org.picketlink.identity.federation.bindings.wildfly.SAML2LoginModule"
flag="required" />
</authentication>
</security-domain>
</security-domains>
</subsystem>
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